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Comply with China's local data security 
and regulatory requirements

Microsoft's China cloud is 
operated by the 3rd party 

[21Vianet]
with datacenters in BJ and SH



《网络安全法》
Cybersecurity Law (CSL)

《数据安全法》
Data Security Law (DSL)

《个人信息保护法》
Personal Information 
Protection Law (PIPL)

Enacted Date Jun 1, 2017 Sep 1, 2021 Nov 1, 2021

Basis fundamental law regulating 
cyberspace, covering personal 
information & "important data“*

fundamental law regulating data 
security, covering data protection 
against cyber threats including 
non-personal information

comprehensive system for 
privacy & protection of personal 
information

Jurisdiction all network operators all data processing activities all personal information 
processing activities

Outline • Multi-Level Protection 
Scheme (MLPS)

• Protection of Critical 
Information Infrastructures 
(CII)

• CIIO should store important 
data in China

• Data classified and graded 
system

• Protection of important data

• Legal basics and principles 
for processing personal 
information

"Important data“* is defined as any data which may endanger China’s national security, economic operation, social stability, public health or 
public security, if it is tampered with, destroyed, leaked, or illegally acquired or used.



21Vianet Ensures Customer Cybersecurity Compliance

Data Residency and Cross-Border Security Assessment 数据本地化储存和跨境数据传输安全评估制度
• For customers who are required to pass security assessment, technical support capability of overseas receivers is critical, Microsoft overseas 

cloud services can provide strong assistance to customers during the security assessment.

Personal Info Protection 个人信息保护制度
• Microsoft technology provides advanced security measures and system management to ensure customer information security.

CII Protection 关键信息基础设施保护制度
• The customer data of Microsoft Dynamics 365, Office 365, Power Platform operated by 21Vianet are stored within China.

CCPS (Previously known as MLPS) 安全等级保护制度
• Microsoft Dynamics 365, Office 365, Power Platform operated by 21Vianet has separately passed MLPS level 3 certification, 21Vianet will provide 

support if customers conduct MLPS certification of their services.

Others 其他重要义务
• Microsoft Trusted Cloud operated by 21Vianet will provide full support for customers to compliance with CSL, i.e. ensure network operation 

safe and protection.





◼ National Standard GB 18030 Information Technology Chinese Character Set

◼ National Standard GBT24589.1-2010 Financial Information Technology 

Accounting Software Data Interface

◼ Background of MLPS

◼ Introduction to MLPS 3.0

◼ Information Security Technology Network Security Graded Protection (DJCP)

◼ ISO/IEC 20000

◼ ISO/IEC 27001

◼ ISO/IEC 27018

◼ Service Organization Control (SOC) Report

◼ Software Product Registration Test Report (CTC)

Microsoft Dynamics 365 operated by 21Vianet has achieved several certifications, including: ISO/IEC 20000, 27001, and 27018; GB/T 22239 Level 
3 and GB 18030; Trusted Cloud Service (TCS)
Additionally, it has passed independent SOC audits, receiving SOC1 Type 2, SOC2 Type 2, and SOC3 reports.

Compliance & Security Certifications
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21Vianet Service Standards Consistent with Azure Global

99.99% SLA 7x24 Technical Support Cloud Neutral
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Contact us for 21Vianet licenses and services in China:

▪ Office 365 operated by 21Vianet
▪ Dynamics 365 operated by 21Vianet
▪ Power Platform operated by 21Vianet
▪ Azure China products and services


